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Abstract  
This extended abstract paper presents an identified 

problem within the Irish physical security industry, its 

background, aim, research methods, results, limitations 

and conclusions. 

 

1. Introduction 
Although more and more businesses are automating 

their manual processes and shifting hardware and 

software to the Cloud, most Irish physical security 

companies are still very dependent on manual, paper-

based, not automated and not integrated systems and 

devices. 

Manual processes such as incident reporting and 

document management, together with patrol tour data 

transfer and management, are time consuming, costly 

and inefficient. Collected data is not processed and 

analysed, therefore it cannot be fully utilised in order to 

make rapid and on-time decisions. 

Based on this background description we can 

formulate the following research question: How can 

cloud computing technology help automate identified 

manual processes and modernise the physical security 

industry? 

 

2. Aim 
The research question aims to explore, how cloud 

based software architecture could be designed and used 

to enhance core business processes of any physical 

security company.  

Also it shall theoretically prove, critically evaluate 

and explain the benefits of moving to the cloud with a 

focus on Software-as-a-Service (SaaS). 

The findings of the thesis could be aimed towards the 

physical security managers, owners who may consider 

accepting cloud computing in order to improve their 

business processes, as well as a starting point for future 

academic researches and studies. 

 

3. Method 
This thesis employs both qualitative and quantitative 

research methods. Irish physical security companies 

have been contacted in order to collect “primary data”, 

using surveys, interviews and direct observations as data 

collection method. Acknowledged books, journals, texts 

and white papers are researched and referenced as a 

“secondary data” source. 

Software Development Life Cycle “Waterfall” model 

is used for the cloud software development part. The 

quantitative data, which can be transformed into usable 

statistics, will be collected during the prototype 

application’s SDLC testing and implementation phases. 

4. Results 
As a proof of concept, state-of-the-art mobile 

enterprise resource planning cloud application named 

“Secure ERP”, will be designed and developed.  

The software based on Microsoft .NET technology, 

will contain multiple ASP.NET MVC web applications 

with SQL Server as a backend, which will be deployed 

to the Office 365 SharePoint Online cloud application.  

 
Figure 1. Application schema 

 

Three fully scalable, responsive and integrated 

application modules, “Incident Reporting”, “Patrol Tour 

Management” and “Business Intelligence”, will 

automate the identified manual processes and collect 

quantitative data in order to analyse it and include it in 

the final research thesis.  

 

5. Limitations 
There is a need to stress that it is out of the scope of 

this thesis to cover all ineffective manual and time 

consuming processes within the security industry.The 

software prototype cannot be considered as a fully 

finished enterprise resource planning application as these 

ineffective manual processes shall not be explored. 

 The thesis is based on surveys, interviews and 

observational analysis. We must assume that respondents 

have given correct and accurate information to best of 

their ability. Also, given the large scale enterprise nature 

of this application, it additional modules cannot be 

developed and  implemented solely by one individual.   

 

6. Conclusion 
This master’s degree research thesis has identified 

ineffective and inefficient business processes within the 

Irish physical security industry. Has set objectives to 

conduct an in-depth analysis of the problem and find 

possible solution(s) to it. The findings of the thesis could 

serve as a starting point for future academic research 

studies and cloud application development projects.  
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