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Abstract 
  

The aim in this project is to develop a secure FPGA 

based practical framework for high speed 

implementations that will be used with IoT applications 

to provide near real time data protection and integrity 

checks for medical “Drop” technology for use in 

emergency and first responder applications or for 

continuous health monitoring of a patient. In wireless 

patient monitoring systems the physicians are required 

to remotely monitor the health status of the patient. This 

is very important as continuous and real time health 

monitoring is necessary in the case of life threatening 

conditions such as heart and lung conditions. Another 

important aspect to this project is the implementation of 

security mechanisms that includes data integrity 

verification and encryption. Data integrity verification 

is required because unreliable or altered data could 

lead the health professionals to make incorrect 

diagnosis about a patient’s health. This can lead to, at 

the extreme case, the death of a patient or at a minimum 

it can lead to patient distrust in the monitoring system.  

 

1. Introduction 
 

Data security is necessary due to the personal and 

sensitive nature of medical related data. Indeed data 

protection laws would prohibit the use of medical 

monitoring technology that did not provide data 

confidentiality for all data stored and transmitted. In 

order to achieve the above aims, an FPGA based 

Wireless Body Sensor Network (WBSN) is proposed 

that is shown in Fig. 1. 

 

The WBSN [1][2] is a special type of Wireless 

sensor network (WSN) that can be used to develop 

patient monitoring systems. The FPGA based WBSNs 

are more efficient compared to traditional WBSNs due 

to the fact that in traditional WBSNs the sink node 

gathers all data and transmits it to the base station to 

share it on the internet. These types of WBSNs have 

limited hardware resources in terms of computational 

capability, memory, data processing speeds and battery 

life. Also traditional body sensor networks are not 

suitable for the implementation of many security 

features because current strong security algorithms 

generally require more hardware resources than these 

systems can provide due to the complexity of their 

algorithms. To overcome these limitations an FPGA 

based WBSNs is proposed in which the FPGA platform 

helps to get rid of these limitations because of its 

flexible architecture, high performance features and 

cost. 

Currently Real time and on-demand system 

monitoring for Hospital or AT-HOME based patients is 

very topical due to hospital overcrowding. The system 

to be developed in this project will ensure a secure data 

transmission system for bi-directional communication 

channels that will enable swift response times for any 

possible incident, which could potentially cause harm to 

the individual being monitored. This type of monitoring 

is ideally suited for live-alone elderly, disabled 

individuals or mobile patient monitoring on the hospital 

ward. The development of such a response network is 

largely dependent on a reliable and secure 

communications system being available. Such a system 

would enable the cost of patient monitoring/care to be 

reduced as the requirement for hospital stays can be 

minimized and hospital beds can be freed up more 

speedily. 

 

Up to now we have worked on data integrity 

verification, and for that we used Secure Hash 

Algorithm -3 (SHA-3) which is the most recent and 

secure cryptographic hash algorithm available. We have 

also implemented a temperature sensor with data 

integrity verification and now we are working on high a 

speed encryption implementation. This will use the 

Advance Encryption Standard (AES) and will allow for 

the implementation of further medical sensors based on 

an FPGA platform which will enable a fully secure 

WBSN (Wireless Body Sensor Network).    

 
Fig. 1 Architecture of traditional WBSN 
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