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Abstract 
Wireless sensor network (WSN) systems are an array of 
autonomous sensor devices that are responsible for 
monitoring and collection of different types of data. 
This data can range from low level radio signals to 
complex security alarms. Depending upon their 
capacities, processing power and portability, the 
devices may be used for different applications like 
industrial, military, civil (smart parking), health care, 
disaster management, personal management, marine 
robotics, etc. 
Our work focusses on the health care applications of 
WSN, which are now being used to facilitate on-demand 
monitoring both at the patients home and in the 
hospital/clinic environment. As a medical WSN 
comprises of different components and processes, 
upgrading a single component may not be enough. 
Therefore, it is necessary to take each component and 
apply the best possible techniques to help upgrade the 
system.  In this paper we have upgraded the clustering 
mechanism and routing-security of a medical based 
WSN system. 

 
1. Introduction 

The objective of our project is to build a real time 
and on-demand system monitoring for Hospital or AT-
HOME based instrumentation and sensors, while 
ensuring a secure data transmission system for bi-
directional communication channels. This will enable 
swift response times for any possible incident, which 
could potentially cause harm to the individual being 
monitored. This type of monitoring is ideally suited for 
live-alone elderly, disabled individuals or mobile 
patient monitoring on the hospital ward. The 
development of such a response network is largely 
dependent on a reliable and secure communications 
system being available. The main aims arising out of 
this requirement may therefore be stated as follows:  

 
• Development of a secure wireless mesh 

networking system. 
• Securing every component or/and process. 
• Enabling secure long range end-to-end 

communication of WSN systems. 
 
 
 
 
 

 

2. System 
This paper looks at the overview of WSN for 

healthcare applications, basic parameters necessary for 
a medical based WSN with communication platforms 
and their security [1]. There is particular focus on 
clustering and routing. Since the current 
implementations of WSN provide minimal security, we 
will be focussing our work on the security aspect of 
routing. This is an important addition to the current 
framework because routing attacks can impose denial of 
service (DoS) [2], thereby, dropping data or control 
packets on-route to the destination. This is very 
disadvantageous for a medical WSN as it may hinder 
the monitoring of a patient or render the system useless 
if the duty staff cannot attend to a patient in their time 
of need. 

Our work includes an implementation of A WSN 
architecture in Contiki-OS using Tmote Sky and 
openmote technologies; Fig. 1 illustrates the associated 
set-up. The underlying power consumption related to 
this architecture is analysed and real world 
measurements are presented. Finally, the case of a 
modified secure routing algorithm is introduced with 
testbed and simulation results. 
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Fig. 1. Home architecture for medical WSN 
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