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Abstract 
Secure marine environmental monitoring based on 

wireless sensor networks (WSN) is a challenging area of 
research due to the characteristics of the water 
environment. There are certain considerations, such as 
security of data, which must be taken into account 
before the establishment of a marine based wireless 
sensor networks. Generally, the main requirement in 
Secure Wireless Sensor Networks (WSNs) is trust key 
management schemes that can administrate node 
behaviour to ensure confidentiality, integrity and 
authentication of data and hardware within the 
resources (memory, storage and communication 
overheads) available. In addition the dynamic discovery 
and integration of nodes needs to be catered for. In this 
paper, we propose a Hybrid Security Key Management 
Scheme based on WSNs in the Marine Environment.  
This work looks at two different key management 
schemes proposed for mobile ad hoc networks; “An 
overlay approach to data security in ad-hoc networks” 
authored by Jorg Liebeherr, Guangyu Dong , and ”A 
hierarchical key management scheme for secure group 
communications in mobile ad hoc networks” authored 
by Nen-Chung Wang, Shian-Zhang Fang. After 
analysing the previous techniques our work introduces 
the advantages of quick rekeying as a local process. 
Furthermore, in order to focus on reducing the memory 
storage of keys our work uses one leader node that is 
responsible for both the joint and revoke processes.  

WSNs are susceptible to a variety of attacks (e.g. 
node capture, eavesdropping, worm-hole, sink-hole and 
denial of service etc.). Due to these attacks, the leader 
node in our solution is used to manage the authenticated 
links between nodes. Subsequently using a Signed 
Certificate for each node to provide Authentication, 
Symmetric Encryption Algorithm to ensure 
confidentiality in data transmitting and Re-keying 
between all nodes in network including Leader Node, 
and Asymmetric Encryption Algorithm in Revocation. 
These security mechanisms are implementing in real 
time on Waspmote sensor platform. 

  
1. Mechanism  
    Our aim is to provide a secured protocol using both 
Symmetric/Asymmetric key algorithms distributed by 
every single node in WSN. In spite of our designed 
scheme seeks protection against attacks by providing 
security services such as confidentiality and 
authentication, it is addressing re-keying process as 
local process between the adjacent node, as well as 
reducing the number of stored keys. Thereby Sensor 

nodes are configured in sequence point- to- point 
topology. Each node has its own certificate which is 
signed by a trusted third party. Also encryption of data 
in each node is done by single symmetric key” 
neighborhood key” [1], which is shared with its current 
authenticated neighbours in network. In case one 
authenticated neighbor leaves the network, one of its 
adjacent nodes must generate a new neighborhood key 
and send it to its new authenticated neighbors in order 
to maintain confidentiality in the network. Thereby, this 
key must be encrypting with Leader Node shared 
symmetric key (KLN). Leader Node is playing an 
important role in node revocation process and rebuilds 
the topology of the network. The public key is required 
in authenticate new neighbours, and every node has its 
neighbours public keys using the RSA algorithm [2]. 

 
Figure.4. The general layout of the proposed hybrid key 
management scheme 
 
2. References 
 [1] J. Liebeherr, G. Dong, “An overlay approach to data 
security in ad-hoc networks”, Ad Hoc Networks, Elsevier, 5 
July 2006, pp.1055-1072. 
 [2] V.Wang, S.Fang,” A hierarchical key management 
scheme for secure group communications in mobile ad hoc 
networks“,Ad Hoc Networks, Elsevier, 23 January 2007, pp. 
1667-1677. 
 

 
 

mailto:walid.elgenaidi@ul.ie
mailto:thomas.newe@ul.ie

